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Executive Summary
Like most other cyber security vendors and organizations, Wembley Partners has been 
monitoring and reporting on the various attack vectors being leveraged by cyber criminals 
and indeed state sponsored Advanced Persistent Threat (APT) groups over the past month.  
Since our last Threat Intelligence Assessment report, released on 15 March 2020, we have 
seen a dramatic spike in nefarious activity against individuals and organizations, those 
involved directly in fighting the COVID-19 global pandemic and those who have been forced 
to work from home, creating an increased attack surface under differing and stressful times.

However, with all that said, we are seeing the Information Security (InfoSec) community pull 
together to support the defense of various organizations, including the UK Healthcare Sector 
by the ‘Cyber Volunteers’, founded by @LisaForteUK and @UK_Daniel_Card.  We’ve also seen 
a bespoke Malware Intelligence Sharing Platform (MISP) instance released via open sources, 
specifically for collecting and sharing Indicators of Compromise (IoCs) with cyber defenders 
around the globe.
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Details
As reported last month, Recorded Future, had identified a 
spike in activity in the first two and a half months of 2020 
relating to COVID-19 with the number of domains registered 
with a link to COVID-19 and Coronavirus increasing 
significantly.  Throughout the latter part March, with

Fig 1: EUROPOL Cyber Safe at 
Home Infographic

a few countries going into lockdown we saw workers 
basing themselves at home and with this unprecedented 
measure meaning schools had to close, children 
connecting online with their teachers to continue as much 
as possible their school week.

Cyber criminals will always look to exploit vulnerable 
organizations and individuals; therefore this recent global 
pandemic has given ample opportunity for these groups to 
cherry pick their targets both big and small through several 
attack vectors.  Europe’s law enforcement agency, 
EUROPOL, this week issued a warning that the number of 
cyber attacks is likely to rise through this current crisis. “The 
number of cyberattacks is significant and expected to 
increase further.  Cyber criminals will continue to innovate 
in the deployment of various malware and ransomware 
packages themed around the COVID-19 pandemic,” the 
report highlighted.
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It was also highlighted that cyber criminal groups will look to target critical health 
infrastructure with the aim of generating profits from both hospitals and medical research 
facilities whilst they are at their most vulnerable.  Earlier this month we saw the Czech 
Republic hospital that was serving as a COVID-19 testing center being hit by a cyber attack 
forcing some services to be temporarily shut down, whilst in the UK, the Hammersmith 
Medicines Research organization which is on stand-by to perform medical trials for COVID-19 
vaccine was targeted by the MAZE ransomware group, and in Canada, the National Cyber 
Security Centre has released an alert warning of potential attacks against the countries 
healthcare sector.

Cyber criminals are also likely to seek to exploit the increasing number of us now working 
from home due to social distancing and national lockdowns.

Social distancing and the recent national lockdowns seen globally has meant that many of us 
have had to move from the trusted office environment to working from home in a less 
trusted and remote working environment, which provides several potential security risks.  
Opportunistic attempts to dupe users, who are working in an unfamiliar environment, are 
potentially more likely to click through well crafted, Coronavirus themed phishing lures.

The European cybersecurity agency, ENISA, has reportedly already seen an increase in 
Coronavirus related phishing and vishing attacks.  The agency has warned workers to be 
suspicious of emails from people they don’t know – in particular if they are requested to 
connect to links or open files, advising “try to verify the authenticity of the request through 
other means, do not click on suspicious links or open suspicious attachments.”

In their recent report, ENISA has released security advice for home working employees, 
including;

Ø Ensuring your Wi-Fi connection is secure and that you're not using the providers 
default password.

Ø Ensure Anti-Virus (AV) is in place and up to date.
Ø Check that all software is up to date: Privacy tools, add-ons for browsers and that 

this needs to be checked regularly.
Ø Back up your data regularly.
Ø Make sure you are using a secure connection to your work environment.
Ø Check to see if you have encryption tools installed.

Wembley Partners also advises these additional measures;

Ø Employ two-factor authentication.
Ø Install a trusted VPN (discuss with your employer's IT teams).
Ø Uninstall any applications you are not using or are not required.
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Fig 2: UK NCSC | www.ncsc.gov.uk Fig 3: Canadian NCSC | 
www.cyber.gc.ca

As well as ENISA, shown above in figures 1 and 2, both the UK and Canadian National Cyber 
Security Centre’s (NCSCs) have published advice aimed at organizations and individuals who 
have had to make swift changes in working practices and move to new working 
environments and it is advised that these sites are visited by both our UK and Canadian 
clients.

Phishing
In the last Threat Intelligence Assessment, we highlighted the upsurge in phishing attacks 
and lures using straightforward spoof emails from various trusted sources.  Organizations 
such as WHO and the UK NHS to name just two, that were purportedly providing updates to 
email recipients on the Coronavirus outbreak with the intention of users clicking on malicious 
links to download the malware.

We also saw a growing trend of spam trying to sell fraudulent product and services, including 
fake vaccines, sanitizers, books and even “miracle cures”, this was amplified by the amount of 
false information being posted and re-posted on social media platforms.

Since our last report security organizations and researchers have increasingly seen and 
shared a variety of new COVID-19 or Coronavirus email templates preying on peoples fears 
and designed to exploit the panic across communities and nations as the virus continued to 
spread globally.

In the past week, another change in tactic has been identified, with threat groups deploying 
more standard phishing emails with “trusted” branding, logos and banners regarding 
Coronavirus as seen in figure 4 below.

Fig 4: Phishing lure leading the victim to believe it originates from Microsoft Office365 identified 
by KnowBe4
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The aim being that the victim clinks on the link, taking them to a fake Microsoft login page 
which will inevitably ask the user to enter their credentials.

Another example, shown in figure 5, is this phishing email asking the user to log in to their 
email account as there has been a ”problem” identified.  As seen in the example, Coronavirus 
has caused the users account to be somehow deactivated with the victim needing to click 
the link to confirm that their account doesn’t need removing.

Fig 5: KnowBe4 collected phishing lure requiring confirmation of email 
by the victim

Mobile Applications
One of the largest trends we have identified since our last report was issued is the vast 
amount of mobile applications referencing COVID-19 and/or Coronavirus.  As we know, some 
of these applications are legitimate, such as the ‘Covid Symptom Tracker’ that was released 
on the Apple Store and Google Play Store by researchers at Guy’s and St Thomas’ hospitals 
and King’s College London university.  However, a large proportion of these mobile 
applications are being deployed for much different purposes.

Reported recently by SC Magazine highlighted that recent analysis of Android telemetry from 
Google Play and other third-party marketplaces regarding coronavirus themed legitimate 
applications and malware in Europe alone returned 2100 scans containing “covid” or “corona”.  
Though cyber criminals will use mobile applications with malicious intent, many the 
applications identified were being uploaded for SEO purposes, to boost the demand for 
downloads of the application.  Developers have been seen changing the name of an existing 
application to include keywords such as “coronavirus” or ”covid-19”.

However, individuals need to be vigilant when downloading applications from the various 
mobile marketplaces, as some of these applications are basically spyware.  The threat group 
or attacker will as with the phishing and smishing examples we have discussed use
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COVIDLock Mobile Malware

One new Android ransomware is COVIDLock which 
conducts a lock-screen against its victims.

Once downloaded and run, the application locks the 
screen of the device and shows the ransom note, seen in 
figure 6, claiming that the phone has been encrypted 
and that all the contents on the device will be deleted in 
the next 48 hours if the victim does not pay $100 in 
Bitcoin.

However, researchers have noted that Android Nougat 
has protection against this type of attack, if you have a 
password set to unlock your screen.  If not, you’re still 
vulnerable to COVIDLock.

Fig 6: COVIDLock mobile application 
ransom notification

legitimate, trusted looking websites belonging to global organizations such as WHO or 
UNICEF and encourage their victims to download and install an application which promises 
to keep them up to date with the latest coronavirus news and medical updates.

These applications, once downloaded, will start asking the mobile owner for specific 
permissions to sensitive data within the user's device. If accepted, these applications can send 
SMS to premium rated numbers, operate the devices internal operating sensors such as 
cameras, microphones and GPS for the purpose of spying.

Though many of the applications are not malicious, as the aim is to turn clicks in to profit for 
the developers, aggressive Adware can be draining on the battery.

Smishing
This is the technique whereby threat groups send text messages or 
SMS’ that look legitimate with the malicious aim of tricking the 
mobile end user in to clicking a link, paying money or replying to a 
premium rate number.

UK law enforcement have warned the general public about 
scammers looking to seize on the increased Government 
communication in relation to responses to the Coronavirus and the 
UK lockdown that came in to force on 23 Mar 2020.  As with the first 
phishing campaign earlier in the report, these text messages look 
legitimate and appear to be from an official UK government website, 
as seen in figure 6. Fig 7: Smishing lure identified 

in the UK on 27 Mar 2020
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Dark Web
As identified in the last Threat Intelligence Assessment report, there has been a mirrored 
response online via the dark web as there has been on the open web.  In fact, Digital Shadows 
reported earlier this week that there has been a 738% increase in the number of COVID-19 
related terms on dark web sites. 

Wembley Partners Cyber Threat Intelligence (CTI) analysts have identified since our last 
report was released several discussions on forums have been seen discussing non-malicious 
activity regarding Coronavirus and that there seems to be elements of empathy by users who 
would otherwise be potentially branded criminal.
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Other messages seen to date include claims that the UK Government is giving out payments 
direct to people and that by clicking on the link they can claim this money, an example of the 
text is as follows ‘As part of the NHS promise to battle the COV-19 virus, HMRC has issued a 
payment of £258 as a goodwill payment.”

As with advice on mitigating the threat of phishing, similar advice is given regarding 
smishing, ‘do not click on links that are included in text messages unless you are 100% sure it 
is verified’.

Fig 8: Digital Shadows reported ‘Torum’ dark web site conversation

This activity has also been identified by Digital Shadows analysts, with a recent report, noting 
that off-topic posts have expressed solidarity for the Italian COVID-19 situation and that 
fellow forum members should take extra care of at risk and elderly family members.

As seen in figure 7, a user asking for advice on how to best take advantage of COVID-19, was 
pleaded with via other forum members not to profit from the current global Coronavirus 
health pandemic.
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The Cyber Defenders!
Though the current threat landscape looks bleak with multiple attack vectors and an ever 
increasing amount of malicious tooling, there is a group of volunteers that go by the name 
‘Cyber Volunteers’ that is pulling together a group of cyber security professionals from across the 
UK and Europe with the simple mission of ‘Helping the UK and European healthcare 
organizations identify, protect, detect and respond to existing and emerging cyber threats using 
volunteers.’

If after reading this section of the report you feel you can support this call to cyber security arms 
in supporting the UK and European healthcare sector, you can join the LinkedIn group (Cyber 
Volunteers 19), follow the Twitter account (@Cv19Cyber) or visit the website 
(www.cyberv19.org.uk) for further updates.

Co-Founder Lisa Forte helped establish 
CV19 “to create a community of skilled 
cyber professionals willing to volunteer 
their valuable time to organizations on 
the front line.”

To facilitate all of this work and to help, 
not hinder, a code of conduct has been 
developed which can be summed up in 
five working principles; 1. Be honest and 
supportive 2. Always act with integrity 3. 
Be kind and respectful to other 
volunteers 4. Be flexible and collaborative 
and 5. Trust and use everyone’s expertise.

Fig 9: www.cyberv19.org.uk

Another group supporting the fight against 
growing cyber crime by exploiting the current 
COVID-19 health crisis is the Malware 
Intelligence Sharing Platform (MISP), who 
have built a specific instance dedicated to 
sharing information and Indicators of 
Compromise (IoC) within the Cyber Threat 
Intelligence community.

The MISP Project can be followed on Twitter 
(@MISPProject) whereby access to the COVID 
MISP instance can be requested.

Fig 10: COVID-19 MISP
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The Wembley Way
Our analysts are seeing a constant feed of 
‘COVID’ and ‘Coronavirus’ themed lures over 
multiple mediums. We are looking to map this 
increased threat to our client's estates and 
internet facing attack surface as well as 
educating on being extra vigilant due to big 
shifts in peoples daily work routine with large 
numbers of ‘Work From Home’ and additional 
home-schooling commitments.

With an increase of 350% since January 2020 in 
active phishing sites being reported by Google 
and RiskIQ identifying over 300,000 suspicious 
COVID-19 websites created between 9 March 
and 23 March 2020, our home online activity is 
also at heightened risk.

Wembley Partners in collaboration with CyLearn 
have produced the following infographic to 
support those persons for whom working from 
home is not normal working practice.  Also, for 
those persons who are currently juggling 
working from home with home schooling, 
downloading new software and increasing 
online usage to manage their digital footprint 
that will have broadened somewhat over the 
past month.

Cyber criminals and opportunist threat actors 
will look to leverage the current global health 
crisis for their own personal gain.  Leveraging 
broader attack surfaces and identifying 
vulnerabilities which will enable successful 
attacks to take place.  Wembley Partners, 
through various means is looking to support 
vulnerable organizations and individuals in 
identifying where they are vulnerable and 
helping them understand the threats posed.

Our CTI analysts will continue to monitor this
evolving cyber threat to organizations and
individuals, releasing relevant updates to
support this report


